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1. Introduction  

 

In the context of the SAR-CoV-2 pandemic, direct or indirect attacks on critical infrastructures 

have increased. The vectors of infection have diversified. Malware has become increasingly 

sophisticated. Cyber attackers try to hide their traces. In addition to the economic damage, their 

actions also result in the loss of human life. Fake news are distributed and exploited by attackers. 

Voluntary groups that join institutional efforts are the normal defense response of society. In this 

article, we will present a case study on an action directed against one of the groups of volunteers who 

have publicly committed themselves to fighting crime and protecting health infrastructure.  

 

2. First stage  

2.1. E-mail Contact  

 

The modus-operandi reveals actions that justify us to believe that an attempt has been made to 

penetrate and compromise one of the cybersecurity structures that have assumed the task of 

supporting health facilities and professionals by increasing the level of cybersecurity.  

On October 14, 2020, six days after one of the online presentations organized by the National 

Computer Emergency Response Center - CERT RO along with the Cyber Volunteers Group 19 

Romania on the “Cybersecurity of Romanian hospitals”, an apparently harmless message was 

received on the e-mail address (contact@cv19.ro), but security alerts signaled the possibility of a 

malicious action.  
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2.2. Visual analysis, message, and treatment  

 

Question marks appeared when the text related to an invoice issued under a contract not 

recognized by the recipient was analyzed. The Investigation [4] and Incident Response [2] procedure 

were immediately initiated. 

 

 

Fig. 1. E-mail sent from a compromised web page [3].  

 

When opening the file, you could see a so-called message than an update for operating system 

is needed, informing the recipient that some applications needed updates, mentioning Microsoft 

Word, also with the request of granting access to edit the document. It could be said that a lot of 

operations were required to view this document, although it would normally have opened directly if 

that application was already installed on the computer. 

Moreover, the text was written on a relatively small font size and difficult to understand, and if 

the user saw it, he/she would notice a lack of coherence or logic, and the user could infer that it is an 

automatically generated text. 



 

Fig 2. The visual content of the document is called the tax invoice [2].  

 

The sender's indications were intended to be quite clear and urged the recipient to follow the 

recommended steps, but in this case, the decision was adopted by a cybersecurity specialist team of 

Cyber Volunteers 19 Romania. [2] [3] [4].  

 

2.3. Analysis on accessing the completed document and online detection  

 

As a result, the document was loaded onto one of the malware detection platforms, and the 

reported high detection (41/62) was observed as well as the presence of 2 tags: doc + execute-

dropped-file. At such a level, the chances of a file being infected are high, with tags indicating an 

unusual fact - a .doc document, which is also executable.  

 

Fig. 3. Malware signature detection platform [5a]  



Analysis of more details through the platform provided explanations of the nature of the very 

large report and drew attention to the fact that the file could be, now famous and undesirable, malware 

EMOTET.  

Analyzing the operating flow of the “invoice” [1] [3]:  

1. Opened winword.exe (Microsoft Office word);  

2. When activating content, a "macro" was requested;  

3. The macro wanted to launch a PowerShell;  

4. PowerShell intended to access several locations to trigger the second part of the attack. 

 

 

Fig. 4. Activate file [1] [3]  

 

Fig. 5. Activation of the take-control instructions [1] [3].  

 



 

Fig. 6. Connection to addresses that may be command-and-control centers or sources for external 

resource collection [1] [3].  

 

3. Second stage  

3.1 Additional methods of investigation  

 

With the help of online platforms, it has been established that the received file was intended to 

infect the devices on which it was activated. However, it is recommended that the analysis of these 

files be carried out manually, especially in situations where infected files are protected against 

analysis through online platforms [1] [5] or virtual machines. As a result, the file was opened with an 

editing application and was revealed to be difficult to read or interpret the content. 

 

 
Fig 7. Content analysis [2]  

 

By specific malware analysis methods, important components were extracted from the 

document to make the PowerShell and macro configuration included in the file visible.  

 

3.2 PowerShell analysis 

 

What you can see in the image below is a Base64 encoding, which allows the transmission of 

information by completely hiding the original text, settings, or commands that you want to execute.  

 



 
Fig. 8. PowerShell has hidden coding methods [2]  

 

The decoding of the character string results in a series of commands and information that is 

intended to force the station on which it was installed to connect to multiple web addresses and to 

trigger the second part of the attack utilizing another resonance-named malware – Trickbot, a 

Malware that Microsoft has taken global action against. [6] 

 

 
Fig. 9. Access security protocols, connect and download external resources [2]  

 

We already notice the first indicators of compromise (IOC) about the seven domains that are 

hosting (voluntarily / or not) second part of the attack. S ix cases out of seven are websites built in 

WordPress, to which some security updates probably have not been applied, which have allowed 

hackers to access and exploit them as pillars for a cyber-attack. 



This revealed a new series of information on security protocols, user, web addresses, instruct 

ions on downloading external resources, file names, categories of files, etc. Even if they seem 

complicated, the guidelines are quite clear: it was intended to create a new document, identify the 

user directory, TLS security protocols, identify and download an executable file (.exe) from one of 

those addresses. The addresses contained the same file but with different names. It was intended that 

for as long a period as possible, the document would remain resident, undiscovered, the settings 

allowing it to search on compromised web pages (even if they might be deleted) until it found an 

active executable file that could be downloaded. 

 

 
Fig. 10. Active files on compromised web pages [2].  

 

 

From the many addresses present in the settings, at the time of analysis, only the above were 

active.  

 

3.3 Macro analysis  

 

The macro function handles the inclusion of hidden commands in a file that in the normal mode 

only had to transmit certain information. 

 

 
Fig. 11. Macro analysis [2]  



 
Fig. 12. Part of macro commands [2].  

 

To better understand how it acts, we'll display this function in a more detailed form.  

 

 
Fig. 13. Macro components attached to the analyzed document [2]  

 

This is how the file is presented, beyond what the common user can see. The structure of this 

macro is quite complex.  

 

 



 

 
Fig. 14. Macro components attached to the analyzed document [2]  

 

If the user would have followed the instructions provided when opening the document, all this 

could have led to the execution of commands and infecting the computer with a type of malware 

mainly used to extract personal data and bank transactions, for espionage, for illegal activities (etc.) 

when exploiting the victim's device. 

 

3.4 Executable file analysis  

 

One of the active files was chosen at the review date to discover the actual intentions of the 

attacker and to determine whether the malware was intended to connect to further addresses 

afterwards. 

 
Fig. 15. Malware analysis file [2].  



 
Fig. 16. Executable File Properties [2].  

 

The data entered in the details section is not real because when creating a malware file, one can 

enter any information so that it gives the impression of a common application. File scanning is 

required to see the results delivered by an antivirus solutions and to participate actively in the efforts 

of the cybersecurity Community by adding new information or signatures concerning malware. 

 
Fig. 17. Online platform scan results [5b]  

 

 
Fig. 18. Addresses to which the executable connects [5b]  

 

As in the previous situation, on the malware analysis platform a significant amount of 

interesting information can be found, including the addresses from which the infiltrated malware 

connects to the device. 



The virus has been run on the test station of this type, and the activity has been monitored to 

find which addresses it connects to. Trickbot malware [6] usually connects to an address (or multiple 

addresses) from which it can receive specific commands or resources for new attacks because some 

variants of this malware perform the same role as Emotet, i.e., as an intermediary in another more 

complex attacks.  

 
Fig. 19. Traffic analysis [2]  

 

It can be seen how the malware tries to connect two of the addresses from which no response 

is received, which means that they are no longer active. A third attempt resulted in a connection being 

established and an exchange of data occurring. This traffic was used to identify the infected device 

and to transmit commands. From time to time, the device sent a message to the hacker server 

confirming both an online presence and the authenticity of the device requesting the connection, thus 

excluding the interception of other devices, such as a computer of a malware analyst. [1] 

During the analysis process, Prodefence Laboratory [2] used a virtual machine, and, 

consequently, certain functions or resources of the malware may have been blocked once the virtual 

machine was identified by the malware. The amount of data transmitted and the location (folder) 

differ each time, the packets being encrypted to avoid an “accidental” interception of data by those 

analyzing such incidents. 

 
 

 
Fig. 20. Destination of the packets transmitted by the victim computer and the servers to which the 

infected computer sent information [2]  

 



 
Fig. 21. Hypertext transfer — Text data transfer [2]  

 

 

 
Fig. 22. DNS resolution with attacker servers [2].  

 

3.5 Origin of commands and destination of information  

 

 
Fig. 23. Trace of connection to attacker’s servers [1][3]  

 

The analyzed variant of EMOTET is designed to infect devices with a bank virus variant 

(Trickbot [6]), both using many addresses/IP. The cybersecurity specialists have sent to the relevant 

authorities the recommendation to block those IP and seven websites identified during the analysis: 



 

Fig. 24. List of IP involved in illegal activity [1] [3]  

List of domains involved in malware activity:  

● transfersuvan.com 

● colfarse.com.ar 

● colfarse.com.ar 

● vzminternational.com.br 

● intc.solutions 

● helionspharmaceutical.com 

● uniteddatabase.net 

 

To verify a domain or an e-mail address when receiving a message suspected of being infected 

with Emotet, the available resources can also be found at https://www.haveibeenemotet.com. 

To verify that the device has already been infected with Emotet malware, detection and 

disinfection tools available on the GitHub platform can be used ( 

https://github.com/JPCERTCC/EmoCheck). 

For methods of preventing and cleaning or disinfecting devices, the National Computer 

Emergency Response Center - CERT RO team should be involved from an early stage of the 

identification and analysis. 

 



4. Conclusions  

 

The motivation of the attackers is different and comprises a fairly broad spectrum of dynamic 

factors. Perpetrators may use a malware such as Emotet for various reasons, depending on their 

purpose for criminal action. One such situation may be that of a very well-organized, state-sponsored 

group can be placed behind an ordinary attack to induce panic, a feeling of insecurity and place 

corrupt information in key locations. Sometimes, groups play the role of ideological promotion and 

create social instability behind seemingly harmless activities. As in the case of the response to the 

Emotet malware attacks, efforts to fight crime require firm measures, investments, and the 

construction of structures able to respond to aggressions. Inter-institutional cooperation must include 

well-founded and articulated rules, policies and procedures, within the framework of a joint defense 

strategy, in a national and international context. 
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